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Abstract. With the development of digital technologies and artificial intelligence in the modern
world, which is experiencing digital transformation, research into the development of the use of
digital technologies in security management and their direct impact on the formation of a model of
safety-oriented management is becoming increasingly relevant. In the context of the globalization of
technological progress and the growth of the level of threats, this topic is gaining strategic
importance for the state, business and society as a whole. Digital technologies are increasingly
becoming a key tool in the field of security. They allow you to automate management processes,
predict potential threats, minimize risks and analyze large volumes of data. In addition, the use of
artificial intelligence, Blockchain and cloud technologies provides a new level of control and
adaptability of security systems.

In addition to the advantages, there are also challenges, such as: cyber threats, privacy threats
and adaptation of the regulatory framework to the new realities of modernity, which requires taking
these factors into account when developing a comprehensive model of safety-oriented management,
which will combine traditional risk management methods with innovative digital methods used by
modern companies and leading countries of the world.

These are the issues that are proposed to be considered. We will analyze modern technologies
in the field of security, consider their capabilities and limitations, and also propose approaches to
increasing efficiency when developing a model of safety-oriented management taking into account
digital technologies. The main components that play a key role in the formation of a model of safety-
oriented management are big data (Big data), artificial intelligence (A1) and Blockchain.

Key words: organizational management, safety orientation, safety-oriented management,
digital technologies, blockchain, big data, Al, artificial intelligence, management, synergy of
technologies.

Introduction.

In the context of the rethinking of globalization processes, which is taking place
against the backdrop of significant geopolitical transformations in the world, digital
and information technologies remain almost the only constant and stable factor in the
development of society and relations. At the same time, the current set of political

decisions from the world's leading countries, such as trade wars, protectionism and
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migration restrictions, do not yet mean the end of globalization, but certainly indicate
its transformation. This global transformation is taking place in the following key
areas: a shift from full liberalization and global trade agreements towards supporting
bilateral agreements and protecting the national industry of countries; a return to
economic nationalism: trends towards "friendshoring" and '"reshoring"; the
development of other forms of globalization (international trade, investments, digital
flows and cultural exchange have not disappeared, but are becoming more fragmented,
with increasing geopolitical rivalry between leading countries). Thus, humanity is
currently witnessing a significant rethinking of the globalization process with an
increase in the influence of politics and geopolitics, a decrease in the overall level of
security, an increase in the priorities of protecting national interests, and an increase in
the role of digital technologies as a key factor in development.

Under such conditions, digital technologies play one of the key roles in the
transformation of all spheres of activity of countries and individual organizations. The
development of information and communication systems, the widespread
implementation of cloud technologies, artificial intelligence, data analytics tools and
Big data, Blockchain technologies - provide new opportunities for increasing the
efficiency of the management system. At the same time, all these trends are
accompanied by an increase in the complexity of risks and threaten the security of
organizations.

The issue of developing the use of digital technologies in security systems is
becoming particularly relevant in the context of increasing cyber threats, regulatory
pressure, high dynamics of changes in the external environment, and increasingly
growing requirements for transparency. The lack of a systematic approach to
integrating digital technologies into security management systems leads to fragmented
solutions, ineffective risk management, and reduced trust in the organization as a
whole.

Problem statement. In today's world of rapid digitalization and the growth of
various threats, the issue of organizational security takes on a new meaning. Traditional

approaches to security management no longer provide the proper level of protection
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when the enterprise becomes a complex information system, and technologies, data
and people are integrated into a single information and communication ecosystem.
Organizations are faced with the need to develop new management models based on
the principles of proactive security, adaptability and digital resilience. Despite the
availability of various digital solutions, such as Al, Blockchain and Big data, their
integration into the safety-oriented management system remains fragmented and not
always consistent with the overall development strategy of the organization. There 1s
also a shortage of scientifically based approaches to the formation of an effective
management model that would effectively combine digital technologies with an
organizational security culture, regulatory framework and risk management systems.

Under such conditions, ensuring the development of the use of digital
technologies in the formation of a model of safety-oriented management of the
organization becomes an important scientific and practical problem, the solution of
which depends on the functioning and development of the economy and society as a
whole. The formation of approaches to the integration of modern solutions into the
safety-oriented management system, taking into account the risks, requirements and
goals of the organization, must be carried out on the basis of combining modern digital
technologies, such as Blockchain, Big data and Al, into a single system that works in
synergy and interacts for the greatest efficiency of the security system.

Analysis of recent research and publications.

Many scientists have paid attention to the study of the development of the use of
digital technologies in the formation of a model of safety-oriented management of the
organization. Among the Ukrainian scientists who have studied this issue, it is worth
noting the following: O. Bernazyuk [47], T. Byrkovich [48], T. Shabatura [49], O
Pankratova [50]. Among foreign scientists, the following can be noted: Dominika
Marciniak, Karolina Szymaniec-Mlicka and Hanna Kelm [51], who studied the use of
digital technologies in crisis management, as well as Zhe Zhang [52], who studied the
impact of digital technologies on security systems and management, and Helen
Margetts [53], who analyzed digital democracies and their impact on government

decision-making.
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The purpose of the article is to study the development of the use of digital
technologies in the formation of a safety-oriented management system.

Research results. Significant changes occurring in all spheres of human activity,
the development of production factors and economic relations as a result of another
technological revolution require corresponding changes in the system of management
of organizations. These changes are reinforced by a significant increase in instability
and danger factors in the modern world. Given the need to develop the use of digital
technologies in the formation of a model of safety-oriented management, as well as
modeling a system of interaction of these technologies that would take into account all
its main components and ensure stability and adaptability in the organization system.

Humanity gained good experience in developing adaptability and implementing
rapid changes in the management system of various systems during the COVID-19
pandemic. In Ukraine, the use of digital technologies not only contributed to solving
the problem of the spread of the virus, in particular the "Diya" system, which helped to
ensure the functioning of important functions for the state during quarantine
restrictions. Quarantine restrictions have given a significant impetus to the
comprehensive spread of digital technologies, in particular, the requirements for
citizens to have a vaccination certificate (with the possibility of its verification) have
given a powerful impetus to its use in smartphones. Digital technologies have become
widespread in the field of education and science: online and offline distance learning
in educational institutions of various levels (schools, colleges, technical schools, higher
education institutions, etc.); online remote holding of scientific conferences,
dissertation defenses, etc. The practice of their use has already become commonplace
[1].

An important prerequisite for studying the development of the use of digital
technologies in the formation of a model of safety-oriented management of an
organization is the definition of a structural model and areas of analysis.

The i1ssue of defining a structural model of safety-oriented management of an
organization has already been considered by us when defining the typology of

organization management according to areas of interest and direction of activity and
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structuring the issues of forming safety-oriented management in organizations [54].
When analyzing the methods of implementation and further synergy of digital

technologies in the safety-oriented management system, we will take as a basis the

structural model widespread in scientific and educational literature, in particular in [9],

on which we will rely (Fig. 1).
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Figure 1 - The main subsystems of the organization's management

Source: [9, p. 22]

From this diagram, it can be seen that eight main subsystems are considered in the
management of the organization. It is necessary to define each of them in order to
understand the interpretation of each subsystem:

o the management subsystem provides organization, coordination, planning and
control of the organization's activities, implementing key management functions;
o the financial subsystem is responsible for the formation, distribution and use of
the organization's financial resources to achieve its strategic and short-term goals;

o the operational subsystem covers the main production and service processes
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associated with the creation of goods or the provision of services;

o the marketing subsystem is focused on market research, demand generation,
product promotion and maintaining relationships with consumers;

o the information subsystem provides the collection, processing, storage and
transmission of information necessary for effective management;

o the logistics subsystem manages material flows, including supply, warehousing,
transportation and distribution of products;

o the innovation subsystem is engaged in the development and implementation of
new products, technologies, processes that contribute to increasing
competitiveness;

The investment subsystem is responsible for planning, attracting and effective use
of investment resources for the development of the organization [9].

Regarding the issue of determining the directions of analysis of the development
of the use of digital technologies in the formation of a model of safety-oriented
management of the organization, we will proceed from the following assumptions.
Digital technologies in the formation of a safety-oriented management system can be
considered and applied in a variety of ways, however, the intellectual analysis of the
information space using Al made it possible to single out from the whole variety of
modern approaches, digital tools and technologies those that are most effectively used
today in the field of management such technologies as Big data, Blockchain and Al are
used, as those that have a certain set of tools and have experience of using in practice
by various organizations, and can also work both autonomously and together.

The synergy of the above digital technologies in the organization's management
system is designed to form an intelligent, decentralized and adaptive security system
capable of effectively responding to threats. This opens up new opportunities for
management at different levels, ensuring the functioning of critical infrastructure,
ensuring the stability, flexibility and reliability of the security system.

To perform an intellectual analysis on the development of the use of digital
technologies in the formation of a model of safety-oriented management of the
organization, we have developed a scheme of synergy of Big data, Blockchain and Al
(Fig. 2).
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Figure 2 - Synergy of the development of the use of digital technologies in the

system of safety-oriented management of organizations
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Big data, Blockchain and Al should work in synergy to increase the efficiency of
the functioning of the safety-oriented management model, as modern digital
technologies without which it is not possible to create any security model.

Therefore, the results of the intellectual analysis and forecasting of the
development of the use of digital technologies in the formation of a safety-oriented
management model of the organization according to the specified structural model,
which includes eight subsystems of organization management (see Fig. 1) and three
areas of analysis (Big data, Blockchain and Al).

Regarding the methodology of the study, to analyze data on the development of
the use of digital technologies in the formation of a safety-oriented management model
of the organization, an analysis was carried out using the tools Al-driven Data
Analysis, Machine Learning-based Analytics, Predictive Analytics, Big Data Analytics
with Al. The analysis of the development of the use of digital technologies in the
formation of a safety-oriented management model of the organization was carried out
on real statistical data. As an information space, sites, reports, and open access
databases were considered, which provide data on the implementation of digital

technologies in the subsystems of organizations, in particular [10-17, 33-34, 42-46].
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1. Results of analysis and forecasting of the development of the use of Big data in
safety-oriented management of the organization.

One of the key factors in security management is the use of Big data and cloud
storage. Big data is an important factor, since the capabilities for collecting, analyzing,
and transferring large volumes of data and technologies are increasing with the advent
of modern tools for working with data, such as business intelligence. The capabilities
of collecting, analyzing data, and reporting using a large set of tools and methods have
increased dramatically with the emergence of business intelligence tools, competitive
intelligence, dashboards, information panels, data warehouses, data mining, and big
data, which have appeared relatively recently and have changed our daily activities in
general [2, p. 3]. With these tools, it becomes possible to provide them, in the presence
of large data sets, for business, the state or any organization, it gives the opportunity to
better protect against theft or damage to data by using cloud storage, but also the danger
of cyber threats appears, which can lead to the inoperability of large data sets and data
leakage. Accordingly, this creates both opportunities and corresponding threats.

A vivid example is the experience of leading countries in the world, such as the
USA or China, whose special services and other state security institutions, with the
capabilities of ensuring digitalization, were able to create large data servers on which
information is stored and secure data from attacks by criminals and intelligence
agencies of other countries. However, over time, new types of threats have appeared,
according to which groups of, so to speak, ‘“state cybercriminals or “white hackers”
were created in these same services and institutions, working in the interests of the
governments of a particular state. Accordingly, the capabilities of Big data provided
opportunities at the beginning of its development to secure their data by storing them
on servers, but over time, the number of threats of data loss and leakage increased, an
example is the Wikileaks website, which posted a lot of secret information from the
US and UK governments, which led to social tension and scandals. Thus, Big data
provides both great opportunities and great threats of dissemination and leakage of
information by cybercriminals, but still, governments do not undertake to return to

previous means of data storage, for example, in archives and other physical media -
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this is a perfect example that, with all its shortcomings, storing data on servers is still
more secure than on physical media, and accordingly more effectively secures data
from the encroachments of criminals. Examples of such Ukrainian tools are “Diya” or
state registers, which were transferred to electronic servers, although they were
repeatedly attacked by cybercriminals, but storage on servers still turned out to be more
effective.

Thus, the use of cloud technologies and Big data allows you to secure and make
possible the existence of any security system, since the effectiveness of the functioning
of this system directly depends on the capabilities of working with data.

In Fig. 1, you can see the main subsystems of most organizations, based on it and
using statistical data from reliable and scientifically relevant sources, a forecast was

developed that approximates the growth in the use of Big data in percent, see table. 1.

Table 1 - Forecast of the implementation of Big data into the management

system of organizations at the level of each subsystem

Year | 2025 2026 2027 2028 2029 2030
Subsystem
Operational 50% 55% 60% 65% 70% 75%
Marketing 45% 50% 55% 60% 65% 70%
Financial 60% 65% 70% 75% 80% 85%
Information 55% 60% 65% 70% 75% 80%
Management 35% 40% 45% 50% 55% 60%
Logistics 40% 45% 50% 55% 60% 65%
Innovation 30% 35% 40% 45% 50% 55%
Investment 50% 55% 60% 65% 70% 75%

Developed with the use of sources: [42-46]

It is also necessary to separately investigate the benefits that Big data provides in
each subsystem of the organization's management for its implementation. By studying

scientific works in various fields, Table 2 was prepared.
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Table 2 - Advantages of implementing Big data into the organization's

management system, at the level of each subsystem

Subsystem Benefits of implementing Big data into the subsystem

Management | Increasing information awareness of management entities: Big data helps to make
more informed strategic decisions, optimize business processes, improve risk
management and increase control effectiveness. Identifying trends: Data analytics
allows you to identify trends, predict future events and identify key strategic threats
and success factors.

Increasing the level of decision-making efficiency: The use of Big data can improve
the decision-making process, as it becomes possible to identify patterns and trends
in financial data [35-36].

Financial Improving risk management: Big Data makes it possible to identify financial risks
and develop an action plan to minimize them [35].

Operational Data analysis and processing: Big data plays an important role in enabling the
analysis of large data sets, including real-time data, which are difficult to analyze
using traditional methods without human error risks [37].

Marketing Trend detection: Big data helps to identify new trends, analyze market needs,
generate new ideas, and accelerate the process of developing new products and
services [38].

Information | Increasing information availability: The rapid development of Big Data capabilities
has made information more accessible, but at the same time more difficult to
manage. This leads to the need to develop a clear strategy and implement information
management policies in the organization [39].

Logistics Increased transparency: Big data can improve the transparency and quality of service
management in the logistics industry. Through the open exchange of logistics
information and data sharing, visualized flowcharts and dashboards are created that
promote information transparency [40].

Innovation Innovative technologies for process improvement: Big data plays an important role
in the development of technologies such as Blockchain and Al, which can be used
in fintech companies to improve decision-making and automate processes.
Increased innovation capabilities: An important aspect is information management,
which positively affects the connection between big data analytics capabilities and a
firm’s broad innovation capabilities [36, 39].

Investment Investment forecasting: With Big Data tools, organizations can track and analyze
market data, social media sentiment analysis, and geopolitical events to predict
market movements and adjust investment strategies accordingly to prevent risks to
the organization. In addition, predictive models can be continuously updated with
real-time data, allowing for dynamic and adaptive risk assessment [41].

As you can see, modern data analytics and Big data tools provide broad
opportunities for automation and large-scale and structural data analytics, which
contributes to more efficient operation of the safety-oriented management system as a
whole and separately at different levels of the organization's management subsystems.

2. Results of analysis and forecasting of the development of the use of Blockchain

in safety-oriented management of the organization.
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An important problem when working with data is anonymity. The use of
automated technologies, such as machine learning, can lead to the disclosure of the
user's identity through simple inference or direct random visibility. This data must be
anonymous for client safety [3, p. 57]. Therefore, cybersecurity and Blockchain
technology are no less important components. The use of appropriate encryption
technologies to protect communication data is a rather important and integral
component of digital technologies in the safety-oriented management system, since the
level of security of this model depends on it, and Blockchain ensures transparency,
immutability and reliability of information. Blockchain technologies have many
advantages in providing data encryption for any system, therefore they are used in most
leading companies and government organizations. The main advantages of this
technology are decentralization, immutability and transparency, security, which is
possible through crypto encryption, which makes forgery impossible [7, §].

Blockchain technologies are already used in such important institutions as
electoral institutions and many management systems. For example, electronic voting
systems are already being created in many countries to increase the transparency of
elections. Also, in healthcare, to preserve medical confidentiality and exchange data
between institutions. In addition, in logistics and supply, to track goods in real time. In
finance, the use of Blockchain technologies has gained importance, since such
cryptocurrencies as Bitcoin and Ethereum work on their basis. Thus, due to its
advantages, Blockchain continues to develop and increasingly cover new areas of
public life. Therefore, the formation of a safety-oriented management system without
taking into account Blockchain technology is complicated, since it is a very important
component of security for any system.

In Fig. 1, you can see the main subsystems of most organizations, based on it and
using statistical data from reliable and scientifically relevant sources, a forecast was
developed that approximates the growth in the use of Blockchain technologies in
percent, see table. 3. When developing this forecast, risks and deviations were taken
into account, by taking into account negative scenarios. Two scientific sources with an

expert assessment of development trends were analyzed.
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Table 3. Forecast of the implementation of Blockchain technologies into the

management system of organizations at the level of each subsystem [33-34]

Year | 2025 2026 2027 2028 2029 2030
Subsystem
Operational 25% 30% 35% 40% 45% 50%
Marketing 15% 20% 25% 30% 35% 40%
Financial 40% 50% 60% 70% 80% 90%
Information 30% 35% 40% 45% 50% 55%
Management 20% 25% 30% 35% 40% 45%
Logistics 35% 45% 55% 65% 75% 85%
Innovation 25% 30% 35% 40% 45% 50%
Investment 30% 40% 50% 60% 70% 80%

Developed with the use of sources: [33-34]

From table. 3 you can see the trend of implementing Blockchain technologies at
the level of various subsystems of the organization's management. The financial,
logistics and investment subsystems have the highest rates of implementation of
Blockchain, due to the already developed Blockchain tools in these areas.

It is also necessary to separately investigate what advantages Blockchain
technology provides in each subsystem of the organization's management for its
implementation. Studying scientific works in various fields, table. 4 was made.

Thus, Blockchain technologies contribute to the protection of the management
subsystem and play one of the key roles in the modern safety-oriented management

system, as they guarantee data protection, reliable security and encryption.

Table 4 - Advantages of implementing Blockchain technologies into the

organization's management system, at the level of each subsystem

Subsystem Advantages of implementing Blockchain technologies into the subsystem

Management | Decentralization of management: Blockchain provides the opportunity to create DAOs
(Decentralized Autonomous Organizations), which operate on the basis of smart
contracts, automating the process of management and decision-making. This helps to
reduce bureaucracy and increase transparency.
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Secure data storage: Important management documents and records can be stored using
Blockchain, ensuring their immutability and protection against forgery.

Improving the level of corporate governance: Blockchain promotes transparency and
accountability in management, simplifying auditing and control [8].

Financial Simplifying payments and transactions: Blockchain allows for fast and secure
transactions without intermediaries, reducing fees and speeding up processes.

Asset tokenization: Real assets (real estate, stocks, etc.) can be represented as tokens on
the Blockchain, simplifying their circulation and management.

Decentralized finance (DeFi): Blockchain is the basis for DeFi platforms, which offer
alternative financial services, such as lending, deposits, and insurance, without the
involvement of traditional financial institutions [28].

Operational Supply chain management: Blockchain provides transparency and traceability of goods
at all stages of the supply chain, from production to consumer.

Process automation:

Smart contracts can automate contract execution and other operational processes.
Efficiency improvement: Blockchain reduces the need for manual data processing and
paper documentation, increasing operational efficiency [29].

Marketing Transparency and Trust: Blockchain allows for transparent and verifiable records of
products and services, which increases consumer trust. For example, companies can use
Blockchain to track the origin of food products, demonstrating their safety and quality.
Direct connection with brands: Blockchain allows companies to interact directly with
consumers, bypassing intermediaries such as advertising agencies. This allows for more
personalized and relevant marketing campaigns [28].

Information | Data Security: Blockchain provides a high level of data security due to its decentralized
and encrypted nature. This makes it difficult for unauthorized access, modification, or
deletion of information. Mughayar emphasizes that Blockchain can be particularly
useful for storing sensitive data, such as medical records or financial information.
Transparency and Immutability: Records in Blockchain are immutable, meaning they
cannot be changed or deleted without a trace. This increases transparency and
accountability in an organization. Mughayar gives the example of using Blockchain to
track supply chains, where every stage of a product’s movement is recorded in
Blockchain, allowing consumers to verify its origin and authenticity.

Data Exchange Efficiency: Blockchain simplifies the exchange of data between
different parties, eliminating the need for intermediaries. This can significantly speed
up business processes and reduce costs. Mughayar considers the example of using
Blockchain to simplify international payments, where transactions can be made directly
between banks without the involvement of correspondent banks [30].

Logistics Improved transparency and traceability: Blockchain enables the tracking of goods at
every stage of the supply chain, from the manufacturer to the end consumer. This
increases transparency and allows for the rapid identification and resolution of issues
related to the movement of goods. Example: Tracking pharmaceuticals to prevent
counterfeiting and ensure their authenticity.

Simplify processes and reduce paperwork: Blockchain enables the automation of many
logistics processes, such as document processing and customs clearance. This reduces
the need for paper documentation and speeds up information processing. Example:
Automating the process of issuing bills of lading, which significantly reduces the time
and cost of delivering goods.

Optimize inventory management: Blockchain can help optimize inventory management
by allowing companies to accurately track the number of goods in warehouses and
forecast demand. Example: Automatically ordering goods when their quantity in the
warehouse reaches a certain level [31].
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Innovation New business models based on Blockchain: Blockchain can facilitate the emergence of
new business models based on decentralization, transparency and automation. This can
open up new opportunities for innovation and the creation of new products and services.
Changing the role of intermediaries: Blockchain can reduce the need for intermediaries
in various industries, which can lead to new, more efficient ways for companies to
interact with customers. This can stimulate innovation by creating new opportunities
for direct interaction with customers [32].

Investment Democratization of Investment: Blockchain lowers the barriers to entry into the
investment market, allowing small investors to participate in projects that were
previously only available to large investors.

Cost reduction and efficiency improvement: Blockchain automates many investment
processes, such as calculations and document verification. This reduces transaction
costs and increases the efficiency of investment activities [30].

3. Results of analysis and forecasting of the development of the use of Al in
safety-oriented management of the organization.

The next component is Al and machine learning. Al is becoming increasingly
relevant in any industry, and cannot but affect the field of safety-oriented management
as well. Machine learning is an important component of artificial intelligence, which
allows any artificial neural network to develop and gain experience gradually. Firstly,
Al can act as an arbitrator who solves problems in the safety-oriented management
system and makes it possible to make a particular decision as an unbiased and
independent expert who does not have a subjective opinion on the relevant event,
individual, proposal and makes the most appropriate decision for any subjects of the
dispute. Accordingly, any Al can be automated to analyze relevant behavioral models
and detect anomalies in security systems.

Al can also help optimize management decisions based on relevant predictive
analytics, since modern technologies using artificial intelligence allow for automatic
fast analytics. In addition, it can work in management arbitration as a separate entity
that can be given the authority to make certain decisions. In examples of the use of
artificial intelligence in developed and leading organizations, it is already given certain
powers by management, such as: forming SMART goal models, conducting SWOT
analysis, resolving conflicts, etc.; in this example, it can also be used in a safety-
oriented management system for greater efficiency and minimizing the risks of the
human factor in decision-making.

The use of artificial intelligence in security management systems has quite broad
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potential. Firstly, the potential for creating various training programs and trainings,
which are created for personnel and management with the help of artificial intelligence.
Moreover, with the help of artificial intelligence, this gives the prospect of maximally
updating information with each subsequent release of new products and innovations in
the field of activity. Secondly, Al opens up opportunities for creating various
simulations that can be created with its help and get a unique experience of simulating
threats and risks for the organization, as well as testing scenarios without real risk for
the organization. Thirdly, Al can act as an arbitrator for resolving conflicts in the
organization, since conflicts in the organization can also be considered as a threat to a
particular organization, its existence. In addition, Al may be able to analyze the
emotional climate in the organization by analyzing internal information and finding
certain problems, with its development and inevitable implementation in modern
cybernetics and other technologies. Thus, Al can be configured appropriately and
involved specifically for the purpose of analyzing and resolving internal conflicts, and
even reacting accordingly to the emergence of conflicts. Similarly, artificial
intelligence is capable of offering a variety of scenarios for resolving these conflicts
and offering them to members of the organization, as scenarios from the side of an
independent arbitrator, as well as being a virtual mediator, which will be agreed to be
relied upon as an entity that can have the powers of an independent arbitrator and
mediator, since Al is able to assess the decisions and actions of members of the
organization as objectively as possible, and to what extent this or that action of an
individual member of the organization may pose a threat, be unlawful, may cause
conflict and have negative consequences for the organization, etc. Accordingly, Al is
also able to develop certain policies, recommendations and rules of conduct for
overcoming such conflict situations, which will be adapted to the environment of a
specific organization.

In Fig. 1 shows the main subsystems of most organizations, based on it and using
statistical data from reliable and scientifically relevant sources, a forecast was
developed that approximates the growth in the use of artificial intelligence in

percentage terms, see Table 5
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Table S - Forecast of the introduction of artificial intelligence into the

management system of organizations at the level of each subsystem

Year 2025 2026 202 2028 2029 2030
Subsystem
Operational 45% 55% 65% 75% 80% 85%
Marketing 40% 50% 60% 70% 75% 80%
Financial 35% 45% 55% 65% 70% 75%
Information 30% 40% 50% 60% 65% 70%
Management 25% 35% 45% 55% 60% 65%
Logistics 20% 30% 40% 50% 55% 60%
Innovation 15% 25% 35% 45% 50% 55%
Investment 10% 20% 30% 40% 45% 50%

Developed with the use of sources: [10-17]

The forecast was made on the basis of information from open sources, taking into
account the implementation of similar technologies, trends, by applying linear and
exponential extrapolation, taking into account expert opinion and taking as a basis the
average positive development scenario, however, it should still be considered
conditional and the main conclusion from this forecast is the overall growth of
implementation in all specified subsystems of the organization's management.

The table shows the share of organizations in percentages that have implemented
Al in subsystems. From this summary table, which is made on the basis of several
scientific studies, one can see significant growth dynamics in all subsystems of
organizations. As can be seen, Al will be most effectively used in the operational and
marketing subsystem, this is due to the already developed tools in these subsystems
and extensive experience in using artificial intelligence in these areas, as well as the
ease of its implementation in these subsystems. The smallest percentage is precisely
the innovation and investment subsystems, this is due to high risks and unpredictability
of results, and complexity due to a wide range of various processes in these subsystems,
however, it should be noted their very rapid growth dynamics, which is associated with
the further development of artificial intelligence, which will lead to rapid growth

dynamics.
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It is also necessary to separately investigate what benefits Al provides in each
subsystem of the organization's management for its implementation. Studying

scientific works in various fields, Table 6 was made.

Table 6 - Advantages of implementing artificial intelligence into an

organization's management system, at the level of each subsystem

Subsystem Advantages of implementing artificial intelligence into a subsystem

Management | Decision support: Al helps analyze large amounts of data and provide recommendations
for strategic decision-making, resource optimization, and risk management.
Automation of routine tasks: Al can automate administrative tasks, which simplifies the
work of managers so that they can focus more on strategic issues[18].

Financial Financial risk management: Al can be used to conduct stress testing and
creditworthiness assessments.

Fraud and financial risk detection: Machine learning algorithms can analyze
transactions and other data to identify potential risks and alert an organization’s
financial managers to them. This can help reduce financial losses and protect the
organization’s reputation [19, 20, 21].

Operational | Automation of routine tasks: Al automates routine tasks, leading to increased efficiency
and reduced operational costs.

Service personalization: Al is used to personalize services to increase customer
satisfaction and loyalty [22].

Marketing Detailed analysis: Al allows for the analysis of large amounts of customer data
(demographics, online behavior, purchase history) to create detailed profiles,
preventing errors and threats that organizations face due to the human factor.
Increased relevance: Al allows marketers of organizations to personalize content, offers
and recommendations, increasing relevance for each customer.

Improved marketing tools: Al improves advertising targeting, ensuring that ads are
shown only to those users who are most likely to be interested in a product or service
[23].

Information | Data analytics: Al can analyze large amounts of data and identify important trends and
patterns.

Cybersecurity: Al can detect and prevent cyberattacks by analyzing network traffic and
detecting anomalies [24].

Logistics Route optimization: Al helps determine optimal delivery routes, taking into account
factors and threats such as traffic, weather conditions, weight and volume restrictions.
Threat and risk prediction: Al can also predict possible delays and suggest alternative
routes [25].

Innovation Developing new products and services: Al can analyze customer demand data and
market trends to develop new products and services.

Automation of research and development: Al can automate some stages of research and
development, accelerating the innovation process [26].

Investment Asset Price Forecasting: Al can be used to build predictive models that analyze
historical data and other factors to predict future prices of stocks, bonds, currencies, and
other assets to reduce both long-term and short-term financial risks for an organization.
Portfolio Optimization: Al can be used to optimize an investment portfolio, taking into
account various factors such as risk, return, and diversification [27].
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It can be concluded that Al reduces risks and threats for each subsystem of the
organization's management and positively contributes to the work of the safety-
oriented management system as a whole.

However, there are also certain threats when forming and implementing artificial
intelligence into the safety-oriented management model. An example is the solution of
the trolley dilemma by artificial intelligence [5, 6]. Thus, an Al must be trained that
will comply with basic human principles, ethical norms and principles of humanity,
which will solve problems and make decisions in accordance with the interests of a
certain community, the safety of which is the key goal of the existence of the safety-
oriented management system. However, this creates problems with its full
implementation into such a model, until such an Al is trained that will have the
corresponding high ethical and moral principles, which are rationality.

Given the existing potential and challenges facing the state, the most priority areas
for the development of artificial intelligence in Ukraine should be considered
production and defense [4], in which a safety-oriented management system can be
directly implemented.

Thus, the development of the use of Big data, Blockchain and Al in safety-
oriented management of the organization will allow to increase the level of security
and ensure effective risk monitoring and automate the process of risk and threat
management. Al is able to analyze large amounts of information in real time, predict
risks and automate management decision-making in management arbitration. It is able
to automatically detect threats and automate behavioral patterns and detect anomalies
that indicate potential threats, as well as recognize faces and identify biometrically,
contributing to the security of access to critical security systems. In addition, it is
capable of intelligent forecasting, analyzing information from previous experience and
developing risk forecasting models in the field of cybersecurity, personnel
management, industrial safety, etc. It is capable of advanced event analysis, analyzing
large data sets from sensors, video surveillance cameras, information systems, for rapid
response to threats.

Blockchain technologies provide transparency of data protection and reduce the
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risks of unauthorized access to information security systems. Blockchain can be used
to record all events, create a secure event registry in the security system, which ensures
their immutability and availability for appropriate audit and verification. Also, thanks
to Blockchain, the use of smart contracts is available for automatic execution of
security measures, such as blocking access when threats are detected. Blockchain
technologies allow you to protect data from hacking and internal threats, through
decentralized storage of confidential data, and also guarantees the integrity of
information and makes it impossible to forge data, which is critically important when
forming a safety-oriented management system [7, 8].

Big data allows you to effectively process information about threats and model
scenarios of relevant risks. Analysis of large data sets to identify patterns helps to
recognize potential threats and weaknesses in security systems. Big data also helps to
process large amounts of data in real time. Monitoring systems using Big data can
quickly detect and analyze threats based on streaming data. Integrating information
from various sources, such as video surveillance, sensors, analytical reports, to obtain
a complete picture of risks, thanks to which Big data methods make it possible to
correlate different data sources. This makes it possible to use analytics to improve the
efficiency of security management systems, based on preliminary analysis of incidents
through optimization of management decisions.

The combination of these technologies makes it possible to create their synergy:
artificial intelligence, Blockchain technologies and Big data in safety-oriented
management, and to form not just a safety-oriented management system, but an
innovative system that will be adaptive, transparent and secure. It will work as follows:
Al analyzes and predicts risks, Big data structures and integrates information, and
Blockchain technology ensures data security and its reliability. Such a model will allow
you to quickly respond to threats, minimize the human factor and increase the
effectiveness of security measures in state, corporate management, the public sector
and any other management system, which makes it universal. The implementation of
these technologies will help make the security system intelligent, automated and

reliable, which is a key task of the modern safety-oriented management system. In
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addition, the synergy of the joint use of Big data, Blockchain and Al technologies in
safety-oriented management of the organization makes it possible to provide both
substantive and functional information protection, in particular, certain data sets are
encrypted and protected by Blockchain technology from changes, and only then, using
artificial intelligence, processing, analytics and other data operations are automated
and optimized. Functioning together, Al, modern analytics and data processing
technologies, thanks to Blockchain as a means of their protection and encryption, create
synergy.

Conclusions. In today's dynamically transforming digital environment, the use of
digital technologies is becoming not just a trend, but a strategic necessity to ensure
effective and adaptive safety-oriented management of an organization. The conducted
research proves that it is the synergistic combination of artificial intelligence, Big data
and Blockchain technology that forms a sustainable innovative management model that
is able to respond to current challenges, security and risks in real time. Al provides
automation of processes, risk analysis, threat detection and decision-making; is based
on machine learning and its built-in forecasting algorithms. Big data allows you to
process large amounts of information, obtaining the necessary information for a prompt
response. Blockchain, in turn, guarantees transparency, immutability and security of
information, which is important in the context of security and the level of trust in the
organization.

The developed model of synergy of these technologies is not only a tool for
increasing the effectiveness of the organization's security system, but also the basis and
foundation for building a new management paradigm that combines innovations with
traditional approaches to minimizing risks. This approach allows organizations not
only to respond to threats, but also to proactively form security strategies, taking into
account global, technological and regulatory changes. Thus, the role of digital
technologies in the formation of a safety-oriented management system is decisive, and
their integration into a single functional system opens up new opportunities for
sustainable, reliable and effective security management in the context of digital

transformation.
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Anomauis. 3 pozeumrkom yughposux mexHon02il ma wmyyHo20 iHmeieKmy 6 Cy4acHoOM) C8imi,
AKUU nepexcugac yugpogy mpaucgopmayiio éce Oinvuie cmaromv AKMYATbHUMU OOCTIONCEHHS
PO3BUMKY BUKOPUCMAHHS YUPDPOBUX MEXHONOIU Y MeHeOdcMeHmi be3neku ma 6e3nocepeoHvo ix
6naAU8 npu GopmyeaHHi Mooeini 0Oe3nNeKOOPIEHMOBAHO20 YAPAGIIHHA. 3a yMo8 2nobanizayii
MEeXHON02IYHO20 Npo2pecy ma 3pOCMAHHS PIGHS 3a2P03 Y mema Habyeae cmpame2iuino20 3HA4YeHHs
onsi Oepocasu, OisHecy ma cycnitbcmea 8 yinomy. Llugposi mexnonozii cmaiomv 6ce 6Oinvute
KAI0Y08UM IHCMPYMEHmMOoM Y cepi be3nexu. Bonu 0036ondi0ms agmomamusyeamu YNpaeIiHCbKi
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npoyecu, nepedbavysamu NOMEHYIUHI 3a2po3u, MIHIMI3y8amu pusuku ma 30IUCHIOBAMU AHATI3
senukux oocsazie oanux. Kpim mozo, euxopucmanns wmyunoeo inmenexkmy, Blockchain ma xmaprux
MexHoN02il 3a0e3neuye HoBUll piGeHb KOHMPOIIO | a0anmueHoCmi cucmem 6e3nexu.

Oxpim nepesae, GUHUKAIOMb | GUKIUKU, MAKI SIK: Kibep3acposu, 3a2po3u KOHGioeHyitiHocmi Ul
aoanmayii HopmamugHoi 6a3u 00 HOBUX peanill CYyYACHOCHI, WO 8UMA2AE Y CYKYNHOCMI 8pAX08Y8AmMU
yi pakmopu npu po3pooKu KOMNIEKCHOI MoOeli 6e3neKoOpIEHMO8aH020 YAPAGIiHHA, aKa 0yoe
NOEOHYBAMU MPAOUYIUHI MeMOOU YNPAGIIHHA PUBUKAMU 3 IHHOBAYIUHUMU YUDposuMU Memodamu
SKI BUKOPUCTNOBYIOMbCS CYUACHUMU KOMIAHIAMU MA NPOBIOHUMU 0epAHCABAMU CEIMY.

Came yi numarnHs npONOHYEMbCA po3enanymu. Mu npoananizyemo cyuacti mexnonozii y cgepi
be3nexu, po3enaHeMO iXHI MONCTUBOCTI U OOMEINCEHHS, A MAKONC 3ANPONOHYEMO NIOX00U U000
nioBUWeHHsT eeKMUBHOCMI npu  po3pooOKu Mooeli 06e3neKOOPIEHMOBAHO20 VNPABNIHHA 3
ypaxyeauuam yugposux mexronoeiu. OCHOBHUMU CKIAO08UMU, K] 8I0icpaioms KI0408y poib npu
Gopmysanni mooeni 6Oe3nekoopicHmMosano20 ynpaeiinus € eeauki oaui (Big data), wmyynuii
inmenexm (0ani Al) i Blockchain.

Knrowuosi cnoea: menedscmenm opearizayii, 6e3neKo0opieHmMoBanicmos, Oe3neKoopicHmosane
ynpaesninus, yugposi mexuonoeii, Blockchain, Big data, Al, wmyunuii inmenekm, YnpaeguinHs,
CUHEp2Iisl MEeXHOIO2I.
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